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T his paper details the use of UWB positioning as a means to track the movements of individuals in real time. The work outlined here uses techniques to extract, analyse and classify positional data as part of an intelligent system designed to show the interactions between individuals and their environment.
It is envisaged that such an application would be used in large public infrastructures such as an airport.
Advancements in UWB technology allow for the accurate and reliable positioning of a RFID tag within an indoor environment. UWB positioning systems are already being used to provide real-time feedback information on a tag's movement. An example of such an application can be seen in the work of ref 1 . UWB positioning provides the means to track the movements of an individual by the use of a RFID tag. The relatively small size and weight of an UWB transmitter together with its low power consumption makes this a realistic possibility. With the ability of real-time tracking, UWB also creates the opportunity to monitor and classify behavioural patterns of people through motion. The advantage of using the UWB positioning is that it provides a non-invasive means of tracking. It could be thought of as an electronic ver- sion of a conventional paper ticket.
We begin by providing an overview of the technology of UWB, how UWB is used to position a transmitter accurately in an indoor environment. Secondly, we discuss the ability of studying human behaviour through patterns in movement formed by tracking a UWB tag. We examine the use of pattern recognition techniques, in particular Artificial Neural Networks (ANN), to distinguish repetitive patterns from movement, which can be categorised into distinct behaviours. It is hoped that both the study of individual and group behaviour can be classified. This approach of modeling human movement from real data will provide an alternative method to existing techniques such as agent-based modeling which are created through virtual environments. An understanding of the thought processes behind an individual's movement is essential in order to classify their behaviour. Thirdly, we discuss UWB as a surveillance tool, how it compares to existing surveillance such as closedcircuit television (CCTV), and we look at how UWB can improve identification technologies such as facial recognition. Finally we discuss applications for future work in UWB positioning.
Ultra wideband positioning
In recent years UWB has emerged as an exciting radio technology and due to its very high data transfer rate it is set to bring many benefits to the wireless network industry. However, one of the most interesting applications for UWB is in its use as an indoor positioning system. The reliability and accuracy of UWB at recovering positional data have shown that it is perhaps the first realistic indoor positioning system suitable for real world applications. Its tolerance of multi-path signals make it an ideal solution for indoor environments, a problem that hampered previous indoor positioning systems.
Indoor positioning presents unique challenges that are not present in outdoor positioning systems such as the Global Positioning System. Current indoor positioning systems pinpoint a radio transmitter from three or more radio receivers. The indoor radio propagation channel can be characterised as 'Site specific, severe multipath, and low probability for availability of a line-of-sight (LOS) signal propagation path between the transmitter and receiver' 2 . The existence of multipath signals and a lack of line-of-sight (LOS), signals are the two major limiting factors to indoor radio positioning.
Different methods exist to measure the distance between a UWB transmitter and receiver. Currently the three main methods are: Angle of Arrival (AOA), Received Signal Strength (RSS) and Time of Arrival (TOA). AOA and RSS suffer from both multipath and LOS problems, unlike TOA which is less susceptible and therefore more accurate 3 . A key factor in the accuracy of TOA is the bandwidth of the signal: the larger the bandwidth the greater the accuracy. With UWB operating with large bandwidths in excess of 1GHz it has become an obvious candidate for TOA positioning 3 . The TOA is calculated using the signal propagation delay from transmitter to receiver. This is the actual time taken for the signal to reach the receiver from the transmitter. Since all radio waves travel at the speed of light through free space, we can use this constant as an accurate measurement of distance.
UWB operates on a 2GHz radio frequency bandwidth and uses TOA estimation to find the distance between a given transmitter and an array of 3 or more receivers. A central computer processes the location of a given transmitter or 'tag' by knowing the exact distance between all receivers and pre-calibrated reference tag. Unlike conventional radio transmissions which are based upon a carrier system of continuous sine waves, UWB is a carrier-less system; it operates by transmitting very high frequency pulses, the width of each pulse being minutely small, between 0.2 and 1.5 ns. This gives a theoretical accuracy of less than 100 picoseconds, a distance of 1.2 inches 4 .
It is essential that the LOS signal, otherwise known as the first multipath signal, is distinguished from other multipath signals present. With unobstructed LOS the first UWB arriving at the receiver should always be the first multipath but this is not always the case. The work of ref 5 has shown that a more reliable method is to use the strongest multipath signal, which is usually the first multipath. Positioning algorithms have been developed to increase the accuracy of a UWB positioning system such as ref 6 who use the average TOA on a train of 1500 pulses to create a more accurate means of measurement.
The PAL650 system 7 demonstrated the commercial viability of UWB positioning working within the constraints of regulations, cost and infrastructure; in particular, the small size, weight and lifespan (approximately 3.8 years) of a UWB transmitter. The PAL650 system also demonstrated the ability to position at over 200 feet through 10 commercial grade walls. Extensive UWB measurements were also made by ref 8 . This consisted of 741 different multipath measurements in 12 different rooms and concluded that the UWB signal does not suffer from multipath problems.
UWB and security surveillance

Video surveillance
Video surveillance or closed circuit television (CCTV) has become an integral part of modern security applications. CCTV records multiple scenes to build up a collective picture of a security-controlled area. According to estimates, between £225 million to £450 million a year is being spent on installing CCTV in public areas 9 . The challenge of video surveillance is not collecting video images itself; it is in the analysis of the actual video material. The sheer volume of such material is often difficult for a human operator to examine. Therefore, substantial research is being carried out into combining and automating CCTV using intelligent systems. Automated systems are able to track an individual or object across a single or a set of cameras. Multiple camera systems require overlapping fields of view (FOV) to track an object across two or more cameras. This requires complex calibration and algorithms to link the camera hardware to the software. Tracking algorithms is limited mainly due to the environmental lighting conditions and distinguishing an object from a cluttered background. As such, indoor applications tend to be far more accurate than outdoor applications because of the constant ambient light. However, subtle lighting changes are present in an indoor environment which still creates difficulties when applying a tracking algorithm. Lighting conditions may vary due to: shadows cast over the subject, changing outdoor light cast through windows, doors opening and shutting, temporary light occlusions and reflections.
We propose an alternative approach using UWB as a tracking device. Acquiring the relative position of a radio tag is less demanding in terms of both computer processing power and cost than existing video systems. Furthermore, UWB systems are easily scalable to accommodate large areas.
It is also possible to use UWB to build intelligent systems by coupling known information about an individual to their movements in a building. For example, individuals may be allowed access to certain areas of a building based upon the security clearance of a UWB tag. The UWB tag has the potential to integrate with biometric systems by assigning biometric data to a tag as a means of verifying the identity of that individual. Studying how an individual moves and reacts to their environment and other members of the public could also be a valuable piece of information. For example, knowing with whom a known criminal interacts may be important information for solving crimes such as smuggling and drug trafficking.
Perhaps the most appropriate illustration is a UWB tag being used as an electronic ticket, where multiple services can be accommodated into one tag. The ticket could act on a security level: allowing access to assigned areas, storing biometric information and providing a complete overview of a passenger's movements in a busy environment such as an airport. There is a safety aspect to the ticket: for example the density of crowds could be monitored or the journey of a piece of luggage could be tracked along with its passenger. UWB tickets could create the possibility of true interactive environments. As an illustration, directions can be given based on individual destinations from exact positions. Finally there is a logistic benefit to a UWB ticket: resources in an indoor environment can be assigned dynamically in real time, and demands on services and staff could be predicted before they happen by studying the flow of people through a building or by knowing their end destination.
Facial recognition
Facial recognition uses the physiological measurement of facial features as a biometric identity. It is increasingly being used in security applications as a means to identify individuals. Facial recognition is often used in conjunction with video surveillance to either verify an identity on a one to one basis, or alternatively identify an individual from a series of unknown profiles. Applications which operate in large public areas generally attempt to identify members of the public to 'watch lists' of known criminals. Examples of such applications can be seen in the Tampa Bay and Logan Airport Trials 9 .
Facial recognition systems are limited by several factors; the main factors being: 1. The size of the image database with which to compare.
Demographics. 3. Environmental variables.
The Face Recognition Vendor Test 10 is the largest independent analysis on facial recognition technology: it concludes that indoor systems supersede outdoor systems. This is due to the fact that lighting conditions are a crucial factor in the performance of a facial recognition system and in indoor systems, lighting conditions do not significantly change. The report also concludes that the time taken between the database face image and sample face image for comparison does affect the accuracy, at approximately five percent a year. The size of the image database also has a direct affect on performance, 'Performance decreases linearly with respect to the logarithm of the database size.' Therefore, for every doubling of the database size the overall performance decreases by two percentage points. The figures demonstrate that with a typical facial recognition system and a sample size of 800 people a detection accuracy of 85% is achievable. When the sample size increases to 37,437 people, the performance of a system drops to 73%.
These criteria become hugely significant in a security application, where performance percentages of greater than 99% are desirable and often essential. In such environments a low false alarm rate is almost as important as a positive identification rate. A system with an accuracy of 85% would not be accurate enough to be deemed reliable. Large scale systems, such as a scenario which involved a large public building, are particularly limited by these factors. Ref 11 shows that a facial recognition trial at Boston Airport did not achieve acceptable performance levels due to these same reasons. However, verification rates in facial recognition systems are significantly higher. Systems that can verify an identity based upon a one to one image comparison operate at above a 90% verification rate and at a 1% false accept rate. Such performance rates make verifi- cation systems a more acceptable solution than identification systems security applications.
A UWB multi-modal solution
Here we propose that an effective indoor-positioning system such as UWB could offer the opportunity to use facial verification as part of a multi-modal security system. A good example of this would be the ability to verify the identity on a ticket and the actual person carrying the ticket. This is possible because with indoor positioning we can pinpoint the position of both face and tag (ticket). Then by comparing the face of the ticket holder to the face stored on record for that tag we can make an accurate comparison. Such a system could be extremely beneficial to security access, whereby the details of an individual could be checked automatically and access granted according to their security clearance. An illustration of this is a security checkpoint at an airport. Currently, passenger details such as personal identification and a boarding pass have to be manually checked before an individual is allowed into a secure area. A multi-modal system could verify these same details almost instantly; multiple passengers could be verified at the same time, allowing for an overall higher passenger throughput with less inconvenience to the actual individual.
UWB and biometrics
Biometric systems
Biometric Systems classify the identity of an individual by measuring physiological or behavioural characteristics. These characteristics form a biometric template which is uniquely identifiable to a single person. The main design considerations to any biometric system are: 1. Performance: the achievable recognition accuracy. 2. Acceptability: public acceptance of the system. 3. Circumvention: the difficulty in fooling the system. Biometric systems are used in control access applications where verification of a person's identity is of vital importance. They are more secure than traditional forms of identification such as passports and therefore are growing in popularity. An overview of current biometric technology can be found in the work of: refs 9,12 and 13 .
The accuracy of biometric systems is generally measured by positive versus negative recognition, in other words how effectively a system can successfully identify who a person is and who they are not. Any given system is a compromise between the two. Furthermore, we measure the accuracy of the system against these two problems by identifying the false match and the false non-match. The false match relates to two different persons being mistaken for the same person. The false non-match is one person being mistaken for two different people. High performance systems will obviously have low false match (FMR) or low false non-match (FNMR). Depending on the application, systems will either favour a low FMR or a low FNMR. For an assessment on the accuracy of biometric systems see ref 14 .
Biometric systems can be further classified into unimodal and multi-modal systems. Uni-modal systems are biometric systems working in isolation. Multi-modal systems are more than one biometric system working in unison. Refs 15, 16 both demonstrate that multi-modal biometric systems have performance benefits to their uni-modal counterparts by fusing together biometric features.
UWB positioning as a biometric
Biometric systems use both physiological and behavioural characteristics to classify an individual. An individual's movement is determined by their physical attributes and their own innate behaviour. We propose the use of UWB positioning to monitor human movement and attempt to classify it as part of a biometric system. Furthermore, particular sequences of motion can be seen as the components of actual behaviours, a behaviour being a unique series of movements. By expanding this approach we can build a hierarchical structure to classify everything from simple physical movements to complex social interactions. Given the unique properties of the UWB positioning device, it is possible to acquire the movement of a person or even a particular body part in real time. Such data has previously been used as a biometric classifier to identify an individual person.
The work of ref 17 in recognising motion patterns in the finger and thumb shows that even small simple movements can be used to classify an individual with a reasonable accuracy (80%). A more complex human motion recognition task involves the classification of the human walking gait 18 , the spatio-temporal pattern of a walking person. Gait recognition uses the movement of different body parts during walking which form a cycle of movement. From this repetitious motion individual characteristics can be extracted which are unique to any given person forming a biometric identifier.
Gait recognition research is predominantly based on video capture as a means of modeling the human gait. Examples of this technique can be seen in the work of refs 19, 20 . However the work of ref 21 argues that the 2-D nature of a video image neglects the 3-D properties of motion; their work suggests the use of a 3-D model to classify the human gait. As an alternative to video capture of the human gait we suggest that this area of research presents a possible application for using UWB positioning. By using a UWB transmitter as a reference tag, we can isolate an individual body part and track it through the gait cycle, providing real-time 3-D tracking. Using this technique in conjunction with neural networks could classify and recognise the gait cycle of an individual.
Future work
UWB positioning combined with facial recognition for automated access control Existing facial recognition technology will be combined with UWB positioning to create an automated access control system. A facial biometric template will be created and assigned to a given user's UWB tag. A central processing unit (CPU) will attempt to match the biometric template to the user's face. A key consideration for this experiment will be the ability to match the position of a UWB tag and a face to a single user. Otherwise in a situation where there are multiple users, tags could be linked to the incorrect face. It is hoped that by using motion-tracking of both a user's face and their UWB tag that their actual tracked paths can be matched by similarity. signals using Fourier Transform will extract frequency components which will be used to create a biometric template. Once a database of templates has been created, the recognition rate of the system will be tested by attempting to match an individual to a template in the database. The experiment will also consider variations in the location of the UWB on the user. It is envisaged that a fixed positioned tag, such as a tag placed on a wristband will be tested against an unfastened tag which, for example, could be placed inside a pocket.
Human behaviour classification from UWB positioning
Human behaviour is a reflection of many complex variables such as psychological, sociological and environmental factors. Many existing computer-based behaviour classifiers often negate these principles. The study of Proxemics 22 is an example of a potential cross-over area of research. Proxemics defines social interactions and certain psychological traits by the use of interpersonal distance. Interpersonal distance being the actual physical distance between two individuals. Such a concept would easily integrate into UWB positioning which is able to track the position of a person carrying a UWB tag. We are therefore proposing to use these factors in future areas of work in an attempt to accurately classify individual and group behaviour. Examples of potential benefits from human behaviour classification would be: 1. Prevention of overcrowding and people being crushed in confined spaces. 2. Identifying anti-social individuals/groups.
3. Dynamic queue control based upon pre-recognised queuing patterns.
Conclusions
In this paper we proposed the use of ultra wideband positioning for intelligent security systems. We outlined the design of a UWB system for indoor positioning and demonstrated how such a system could benefit both security surveillance and biometric identification. Furthermore, we have outlined three proposed areas of research using UWB positioning which include: 1. Automated security access control. 2. Gait Classification as a biometric. 3. Human behaviour classification through movement.
